
Global Journal of Multidisciplinary Research and Development (GJMRD) 

Volume.2, Issue. 2, July-December, 2021. pp.11-16 

https://gjmrd.com/ 

 

https://gjmrd.com/ 11

  

Secure IoT Data Streams in Cloud-based SAP Systems 

Using Blockchain and Federated Machine Learning 

Ayesha Noor Rahman, 

Senior Solutions Architect – IoT Security & Cloud Integration, SAP Technologies, USA. 

 

Abstract 

The integration of Internet of Things (IoT) devices into enterprise environments—particularly 

in cloud-based SAP (Systems, Applications, and Products) systems—has led to exponential 

growth in data generation. While this data offers substantial business insights, it also raises 

critical concerns about data security, privacy, and compliance. This paper proposes a hybrid 

architecture combining Blockchain and Federated Machine Learning (FML) to secure IoT 

data streams in cloud-based SAP infrastructures. Blockchain ensures immutability and trust in 

transactional data, while FML enables decentralized learning across devices without 

compromising sensitive data. Through architectural modeling, performance analysis, and 

comparative evaluations, this study illustrates the viability and trade-offs of the proposed 

solution. 
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1.  Introduction 

Cloud-based SAP systems are increasingly interfacing with IoT devices across sectors like 

manufacturing, logistics, and energy. These IoT devices generate continuous data streams that 

feed into SAP modules (e.g., SAP HANA, SAP S/4HANA) for real-time analytics and 

decision-making. However, this dynamic ecosystem introduces complex security and privacy 

challenges. Traditional centralized security models are insufficient to address issues such as 

unauthorized data access, sensor spoofing, and compliance with data protection regulations 

like GDPR. 

To address these challenges, there is a growing interest in combining Blockchain and Federated 

Machine Learning. Blockchain offers a decentralized ledger to record transactions in an 
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immutable and verifiable way, reducing the risk of tampering. Meanwhile, FML ensures that 

model training occurs at the edge (e.g., on IoT gateways or SAP edge services), keeping data 

localized and private. Together, these technologies promise a robust architecture that enhances 

trust, integrity, and data protection in SAP-integrated IoT systems. This paper explores the 

potential of this hybrid approach, supported by architectural diagrams and experimental 

comparisons. 

 

2. Literature Review  

The convergence of IoT, cloud, and machine learning has been a focal point of several pre-

2020 studies. In their foundational work, Christidis and Devetsikiotis (2016) explored the 

potential of blockchain in IoT systems, emphasizing its ability to establish trust without 

centralized authorities. Zhang and Wen (2016) proposed a blockchain-based framework for 

secure IoT data sharing, noting its scalability limitations. On the SAP side, Suriadi et al. (2014) 

analyzed cloud-based enterprise process mining, establishing the relevance of data integrity for 

SAP systems. 

McMahan et al. (2017) introduced Federated Learning in a decentralized context, highlighting 

its application in mobile devices. Their work laid the groundwork for privacy-preserving 

learning across distributed nodes. Bonawitz et al. (2017) further extended this by developing 

secure aggregation protocols for FML. Additionally, Roman et al. (2013) discussed security 

threats in industrial IoT, calling for decentralized solutions. 

Dorri et al. (2017) applied blockchain to smart home IoT environments and proposed 

lightweight consensus mechanisms. In parallel, Shokri and Shmatikov (2015) explored 

distributed privacy-preserving deep learning, while Gubbi et al. (2013) laid early groundwork 

on the architecture of cloud-connected IoT systems. Abbas et al. (2018) emphasized edge 

computing’s role in reducing latency and improving privacy in cloud-IoT systems. 

These foundational works provide the technological and theoretical basis for combining 

Blockchain and FML in SAP-connected IoT environments. 

 

3. System Architecture and Design 

The proposed architecture integrates IoT devices with SAP Cloud using a hybrid approach: 

• Blockchain Layer: A private, permissioned blockchain is used to log key events from 

IoT devices—such as sensor alerts, firmware updates, or access attempts. Each IoT 

gateway writes to this ledger using smart contracts. 

• Federated Learning Layer: Edge nodes (e.g., industrial gateways) locally train machine 

learning models on IoT data. These models are periodically aggregated into a global 

model on the SAP Business Technology Platform (BTP) without transmitting raw data. 

This two-layered design enhances both transparency and data sovereignty. 
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Figure-1: Hybrid Architecture for Secure IoT–SAP Integration 

 

4. Security and Performance Evaluation 

Security is analyzed across three dimensions: data confidentiality, integrity, and availability. 

Federated learning improves confidentiality by retaining sensitive data at the edge, while 

blockchain ensures tamper-proof integrity. In terms of availability, the system is resilient due 

to its decentralized logging and localized computation. 

Performance was evaluated via simulation using synthetic IoT data from a smart factory use 

case (temperature, vibration, energy). Latency and model accuracy were assessed under three 

configurations: (i) central ML, (ii) FML only, (iii) FML + Blockchain. 

 

Table 1: Comparative Security Attributes 

Feature Centralized ML FML Only FML + Blockchain 

Data 

Confidentiality 
Low High High 

Data Integrity Medium Medium High 
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Feature Centralized ML FML Only FML + Blockchain 

System Availability Medium High High 

Table 2: Latency and Model Accuracy Comparison 

Configuration Avg Latency (ms) Model Accuracy (%) 

Centralized ML 120 93.2 

FML Only 95 91.8 

FML + Blockchain 110 91.5 

These results show that while adding blockchain introduces slight latency, it does not 

significantly degrade learning performance and provides substantial security benefits. 

 

5. Implementation Considerations 

Several practical factors affect the deployment of this hybrid architecture. First, resource 

constraints on IoT devices necessitate lightweight blockchain and FML implementations. For 

this reason, we recommend using permissioned blockchains (e.g., Hyperledger Fabric) and 

compressed neural networks or decision trees at the edge. 

Second, data heterogeneity across IoT devices and sensors poses challenges for federated 

training. Techniques like federated averaging (FedAvg) and data standardization layers are 

essential for ensuring convergence and interoperability. 

 

 

6. Challenges and Future Directions 

Despite its promise, the proposed hybrid architecture faces several challenges. The 

computational cost of blockchain consensus, even in permissioned settings, can burden edge 

devices. Optimizing smart contract execution and exploring DAG-based blockchain 

alternatives (e.g., IOTA) may offer improvements. 

Another challenge is the scalability of federated learning across heterogeneous IoT 

deployments. Implementing adaptive sampling, dropout tolerance, and secure multiparty 

computation (SMPC) can enhance the robustness of FML in enterprise-grade systems. 

Future research should explore SAP-native FML modules, integration with SAP AI Core, and 

evaluate real-world deployments in manufacturing and logistics sectors. 
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7. Conclusion 

Securing IoT data in enterprise SAP systems requires a decentralized, privacy-preserving 

framework. This paper proposed a hybrid solution that combines federated machine learning 

and blockchain to address confidentiality, integrity, and trust concerns. Experimental 

evaluations show that the approach maintains learning performance while significantly 

enhancing security properties. With further optimization and integration into SAP’s cloud-

native services, this architecture holds strong potential for industry-scale deployments. 
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